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1 51z

AR B a4 %7838 {E LTE Standard EC200x £7%1. EC600x fll EG912Y ZFHiH(r) SSL I

SSL (Secure Sockets Layer, Z2EHE) J& M4 85 HE 2 4 S s e B % 1 — P2 il

NTHOREE IR E T, EREIFILT, IR 55 &A% i 2 18] AR IE 5 SR N E 75 3, AR i fE A5 1
PR o Skt . SSL DhREnS LUl 2 LR EK .

1.1. BB
1. @B
R R R
EC200T &4
EC200x EC200S %71
EC200N-CN
EC600S-CN
EC600x
EC600N-CN
EG912Y EG912Y #7)
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1.2. SSL iRAFMin&E4F

NERONRITIH(E EC200x £41. EC600x HFH EGI12Y RIIBLHLSHFH) SSL A .

* 2: SSL A&

SSL fR4s
SSL 3.0
TLS 1.2
TLS 1.1
TLS 1.0

T AR ImIE S EC200x %1 EC600x 2% EG912Y ZRAIMH 311 SSL I &, BRI\ SZHE T
HINEEM. AXRINEEMFEMB, 152% RFC 2246-The TLS Protocol Version 1.0.

R 3: XHFFH) SSL InEEM

B YR E LA

0X0035 TLS_RSA WITH_AES_256_CBC_SHA

0X002F TLS_RSA_WITH_AES_128 CBC_SHA

0X0005 TLS_RSA_WITH_RC4_128 SHA

0X0004 TLS_RSA WITH_RC4 128 MD5

0X000A TLS_RSA_WITH_3DES_EDE_CBC_SHA
0X003D TLS_RSA_WITH_AES_256_CBC_SHA256
0XC002 TLS_ECDH_ECDSA WITH_RC4 128 _SHA
0XC003 TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
0XC004 TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA
0XCO005 TLS_ECDH_ECDSA_ WITH_AES 256_CBC_SHA
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0XC007 TLS_ECDHE_ECDSA_WITH_RC4 128 SHA

0XC008 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA
0XC009 TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA
0XCO0A TLS_ECDHE_ECDSA_WITH_AES 256 _CBC_SHA
0XCO011 TLS_ECDHE_RSA_WITH_RC4 128 SHA

0XC012 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA
0XC013 TLS_ECDHE_RSA WITH_AES 128 CBC_SHA
0XC014 TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA
0xC00C TLS_ECDH_RSA WITH_RC4 128 SHA

0XC00D TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA
0XCOOE TLS_ECDH_RSA WITH_AES 128 CBC_SHA
0XCOOF TLS_ECDH_RSA WITH_AES 256_CBC_SHA
0XC023 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
0xC024 TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384
0xC025 TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA256
0xC026 TLS_ECDH_ECDSA_WITH_AES_ 256 _CBC_SHA384
0XC027 TLS_ECDHE_RSA _WITH_AES 128 CBC_SHA256
0XC028 TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA384
0xC029 TLS_ECDH_RSA WITH_AES_ 128 CBC_SHA256
0XCO02A TLS_ECDH_RSA WITH_AES 256 CBC_SHA384
0XCO02F TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256
0XC030 MBEDTLS_TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
OXFFFF XEFUL BT InE S
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1.3. SSL Theeff R

SBE 1 @i AT+QICSGP it & PDP I F XCfJ<APN>. <username>. <password>FHANS 4. #4075
S5 2% 1.

SB 2. lid AT+QIACT ¥ PDP & F 3. IhE N5, alidid AT+QIACT? & 4 ECIr 1P Hudk.
G BES % 1] .

S 3. @i AT+QSSLCFG fit & 65 SSL R30I SSL A I B4, Z(54F CA PR K S5
EAR

B A4 L AT+QSSLOPEN T SSL socket #2255 45 -
SPEES: SSL &M E G, Kl i izE O R . B BRSO IB I S % 1.4 £
B 6 T AT+QSSLCLOSE X SSL %4,

BB 7. i AT+QIDEACT £BE PDP | F3C. H¥4IE BiE %5 % TR1].

1.4. V5 AR UL B

SSL EHSCF LT 3 R v a5

® A7
o ML
® EfEAH

i AT+QSSLOPEN 477t SSL %40}, nf Ll <access_mode>kfs e Hidf vy i #ix; SSL %
BRI G, Al CUEE AT+QISWTMD I3t mixl. T AT+QISWTMD MiE4I{E R, &% X
#11].

1. AR, AT Ll AT+QSSLSEND & IEEdE . IS EUEE I, Bk -4 URC: +QSSLURC:
"recv",<clientiD>, ZJ5H ;' alLLidit AT+QSSLRECV K U A7 44

2. HMELCT, TLLEIE AT+QSSLSEND Ak Hds . AL ciidiaims, K 2 DL 4% X B 1k 2
UART/ usB modem/ USB AT 1 : +QSSLURC:
"recv",<clientID>,<currectrecvlength><CR><LF><data>.

3. IEARKLIT, AR L2 A SR, R BRI s 2 ) COM T EL S - +++80% DTR (75

ST AT&DL) THITFR B MR, 2R 9 T SSL e, % 1455475 NO CARRIER.
SF AT&D [IPEAIGE B, 1T5% TAY3).
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BHEEENX

M LIS +++80#E DTR (FR5EHAT AT&DL) Wity UGB HUEERIT, Ty 1 By 1b+++ik 24 B K
%, SEERERVERRE A E R LAR LA

D
2)
3
4)

[ ]

D

2)

++H N BT 1 RPN 8] Y ASBE SN LS AT AT 50

WIRLE L RN +++, IF EASRES N L eAT o £ s

+HH NG 1R AR BE S L BT ;

I +++E0E DTR (FFEHAT AT&DL) J U BB B L1850, B FIFHR A OK.

DI BEAARER

BT AT AT+QISWTMD: 47 dr 4 F, F5E<access_mode>A 2, ik[A CONNECT, FnmY)
DI 337 AL 1

HEPAT ATO: IBHEMEEA)G, s ATO FUj# R 2 iEE; #iRkF CONNECT, MER/R
IO e AL AU MR AT B R N E AR, AT ATO <>z [ NO
CARRIER. X1 ATO W45 R, &% 3],

1.5. iEFBH BIERAE

R BRI SEARNA, BT T, IR A 8] STEAS K “ AR e A <A T
IR A LR A SRAHBI R L AT I TR BRI T “ AT AGISTa],  WRES 8oy 2 id 3.

1 THEHATIE A S IE GEiE AT+QSSLCFG & &<ignore ltime>=0), JNBEHIGIFIRM, NAE
F AT+CCLK Bt A b st 18] B & FEIE P A RO . % T AT+CCLK [I1E4HE B, W&% TR~3].

1.6. IRSTA BARFER

R SN (IR S5 AR TR SefibiR S5 e ENLAEE, DUER 53T 50 1P shk 24
i 55 A8 1) 22 4 # . ZIhREDGE T TLS #hil.
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2 SSL AT HdiER

2.1. AT fp4¥iH

2.1.1. EX
® <CR> [ 224
® <LF> PATHF o
o <.> ZHAATR SLEPram AT AT RIS .
o [.] A ZEEL TA G B B A EfR 4 o SEPRr AT R AEE T HES5 . A R u i,
BC B i 2 T I A S A RS, KBRS A H 2 A O E I B B
® TRIZ ZHI BN E .

2.1.2. AT #AiEH)
WiZ% AT 3% at UAMERNHSITHFFL. BN <CR> K& LA 1T. WH, o EimmeERH

<CR><LF><response><CR><LF> [N, FEA SR B A 2 MR B PR A& b, 440% | <CR><LF>,
L7 i A AN o

R4 AT & KPR

AT 4% B4 sk

‘ W BB S B B 4, R XS
S 2 A -

L ATr<cmd>=? EGFI . TS

4 AT+<cmd>? AR & 1 24 B4

wWEMmL AT+<cmd>=<p1>[,<p2>[,<p3>[..]]] W&EH/ A& LHISHUE.

HUT % AT+<cmd> S 12 MO B TR 5 B
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2.1.3. AT == H

ARG TR T 8 AT i B D592, AN RSORS00 & im it R 1 T R s L
ARG N 50 B S RS B IR o FELE AT i S AFAEZ DR, IR IR ] Z Al ANAFAE AR R Rl
HEEEE.

2.2. SSL M=k AT fr&Hid

2.2.1. AT+QSSLCFG ME SSL _EFXHZE

Zar S THCE SSL LR3I SSL A . I B A 5(E CAIERIE . B IRiEis. & ik
Foo B E A SSLACHE . XESUCKAR T IR,

<SSL_ctxID>#& SSL I F X5l B2 F 6 4~ SSL E R3¢ LT —/> SSL | F3CiEar
%/~ SSL #EHz. SSL MUAFIINZ B BEAA4E7E SSL R, JREMNA T 5% SSL N SCREIHT
SSL #H%.

AT+QSSLCFG HECE SSL L TFX&H

M A 2 M) J37

AT+QSSLCFG="? +QSSLCFG: "sslversion",SZFFHI<SSL_ctxID>Jm ), ( S FF
1<SSL_version>JE )
+QSSLCFG: "ciphersuite",(ZZ#F1<SSL_ctxID>JuH),( 3£
Fffj<cipher_suites>%1%)
+QSSLCFG: "cacert",(>(F#<SSL_ctxID>7iE [#),<cacertpa

|

th>

+QSSLCFG: "cacertex",(#FI<SSL_ctxID>7E ), <cacert
path>

+QSSLCFG: "clientcert",(SZ##I<SSL_ctxID>JuFl),<client
_cert_path>

+QSSLCFG: "clientkey",(SZFF<SSL_ctxID>7i Hl),<client
_key_path>

+QSSLCFG: "seclevel",(SZ##I11<SSL_ctxID>Vu ), CFE
<seclevel>7t )

+QSSLCFG: "ignorelocaltime",(GZ##111<SSL_ctxID>Vz ),
(ZFrf<ignore_ltime>%13%)

+QSSLCFG: "negotiatetime",(ZF#II<SSL_ctxID>7E Hl),
(ZFrffj<negotiate_time>{i )

+QSSLCFG: "sni",GZFFI<SSL_ctxID>7u ), G2 F#I<SNI>
VES)

+QSSLCFG: "closetimemode",(SZFF<SSL_ctxID>7uH),
(ZFrf)<close_time_mode>%1%)

+QSSLCFG: "ignoremulticertchainverify",(SZ#F<SSL_c
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BWEmL 54

A B € SSL | 3T SSL AR
AT+QSSLCFG="sslversion",<SSL_ct
xID>[,<SSL_version>]

&E Hp 7

i B F e SSL LR ST N 4
AT+QSSLCFG="ciphersuite",<SSL_c
txID>[,<cipher_suites>]

'&E Hp 7

FLE € SSL BT XHZME(E CAUEH
HAE
AT+QSSLCFG="cacert",<SSL_ctxID>
[,<cacertpath>]

WEWL

&€ SSL BN HZIE(E CA IEH
B4
AT+QSSLCFG="cacertex"[,<SSL_ctxl
D>[,<cacertpath>]]

EEBRBEERARBHERAF

EC200x&EC600x&EG912Y £ %) SSL M HIESF

tx D> ), G #FffI<ignore_multicertchain_verify>%1%)
+QSSLCFG: "ignoreinvalidcertsign",(3ZfF#J<SSL_ctxID>
T, GZFFf<ignore_invalid_certsign>%13)

+QSSLCFG: "session_cache",GZFi1<SSL_ctxID>{u ),
(ZFrffj<session_cache_enable>%1%)

OK

I

HHmgA kS, WAERRE SSL bR ICH SSLFRA:
+QSSLCFG: "sslversion",<SSL_ctxID>,<SSL_version>

OK

HRER IS4, WRCE4RE SSL bR SSL kA

OK

B

ERROR

0

PRI TTIE S, MERE SSL LR SR B
+QSSLCFG: "ciphersuite",<SSL_ctxID>,<cipher_suites>

OK

GIRE RS, NEEIRE SSL faE b M s &4
OK

B

ERROR

3

LA RS, MEWIEE SSL 1 TR E4E CA IE T
1%

+QSSLCFG: "cacert",<SSL_ctxID>,<cacertpath>

OK

HIREIESE, NECETR 2 SSL & F X (E(T CAIEB
1%

OK

B

ERROR

M) J&2

FABAI A RS, &4 SSL R R {E/E CA E
FEgAE:

+QSSLCFG: "cacertex",0,<cacertpath>
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HiC & 45 € SSL b F 3% S il 5 %A
AT+QSSLCFG="clientcert" ,<SSL_ctx
ID>[,<client_cert_path>]

&E Hp 7

BLE18E SSL T 3CHI% 7 i %9
AT+QSSLCFG="clientkey" ,<SSL_ctx|
D>[,<client_key_path>]

wEmL

BCE 4R E SSL b N3 S B A =
AT+QSSLCFG="seclevel",<SSL_ctxl
D>[,<seclevel>]

EEBRBEERARBHERAF

EC200x&EC600x&EG912Y £ %) SSL M HIESF

+QSSLCFG: "cacertex",5,<cacertpath>
OK

# H s <cacertpath>, NIE#$a 2 SSL K X2 (51E CA
WEFh A
+QSSLCFG: "cacertex",<SSL_ctxID>,<cacertpath>

OK

LR EEE AT IS, WIRCE 5 E SSL LN KRS 4E CA I
FHAE:

OK

B

ERROR

7

AW TIES R, MBWEE SSL LR SCHI% FUiiE Tk %
+QSSLCFG:"clientcert",<SSL_ctxID>,<client_cert_path>

OK

HIREESE, NECETR 2 SSL B F XM il 15 k42
OK

B

ERROR

M) J37

LA ATIESH, WAEWIEE SSL bR SCHIE P i A -
+QSSLCFG: "clientkey" ,<SSL_ctxID>,<client_key path>

OK

HIETIRSH, MIBCETRE SSL BN SR i 4 -

OK

B

ERROR

T

LR AESE, WAEMIEE SSL B CH S I iE A
+QSSLCFG: "seclevel" ,<SSL_ctxID>,<seclevel>

OK
RN S, RE 2 SSL B F S0 S IiE Rt
OK
B
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ERROR
wEmL M 7
FCEfRE SSL E PR BAMIERARL AAHEESE, WERTEE SSL LT e i ZIGIEH A %t
PRI : LA
AT+QSSLCFG="ignorelocaltime",<S +QSSLCFG: "ignorelocaltime",<SSL_ctxID>,<ignore_ltim
SL_ctxID>[,<ignore_ltime>] e>

OK

HIREIESE, MELE TR E SSL b F 30 i ZIEIE 1A 2
/L\LiE:
OK
B
ERROR
WEML M [
A E R E SSL N 3CAE SSL BB A nlik S8, WIE W HRE SSL b F SCAE SSL Wi i BL i 5
SN Elinging g R TR B (1]
AT+QSSLCFG="negotiatetime",<SSL +QSSLCFG: "negotiatetime" ,<SSL_ctxID>,<negotiate_ti
_ctxID>[,<negotiate_time>] me>

OK

LR ES L, WECE TR & SSL b N 3CAE SSL Wi i B fx
KR T I (]
OK
B
ERROR
WEML M [
FITFER AR E SSL EFXIRS AR HAMESE, WEMIEE SSL b T 3R BT I RS 445
fRoRTRE: RNV
AT+QSSLCFG="sni",<SSL_ctxID>[,< +QSSLCFG: "sni" ,<SSL_ctxID><SNI>
SNI>]
OK

A RE RIS WFTITIR AR E SSL bR STk 55 45 44 k45

INIRE:

OK

B

ERROR
BWEmL M ]
Ja AR 48 € SSL | FOCHIRHI SSLE ATk S8, WA W& SSL b~ ST i H ZEIR i [H :
F2 B ZE TR N (] « +QSSLCFG:

AT+QSSLCFG="closetimemode",<SS "closetimemode",<SSL_ctxID>,<close_time_mode>
L_ctxID>[,<close_time_mode>]
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WEmS

FCEFEE SSL b NI 2N 2 kT
I :
AT+QSSLCFG="ignoremulticertchain
verify" <SSL_ctxID>[,<ignore_multic
ertchain_verify>]

WHE ML

BB EE SSL b T30 BRI RAEF
B
+QSSLCFG="ignoreinvalidcertsign",
<SSL_ctxID>[,<ignore_invalid_certsi

gn>]

AR

FIFFIRAFE 2 SSL b RISk E Ih
RE:
AT+QSSLCFG="session_cache",<SS
L_ctxID>[,<session_cache_enable>]

EEBRBEERARBHERAF

EC200x&EC600x&EG912Y £ %) SSL M HIESF

OK

LR E RS H, WS RS TRE SSL R ICHT SSL 2k MIGE
NE

OK

B

ERROR

0

HRMEAIESH, WA WTEE SSL BN 30 208 2 Ok
B IF :

+QSSLCFG: "ignoremulticertchainverify",<SSL_ctxID><i
gnhore_multicertchain_verify>

OK

HiRE RS, WRCETRE SSL 1T SR 1 288 2 JUIE 15 5%
/L\LiE:

OK

B

ERROR

I

BRI RS, WEHIGE SSL _EF IR B 20 TEAGTE 148
%:

+QSSLCFG: "ignoreinvalidcertsign",<SSL_ctxID>,<ignor
e_invalid_certsign>

OK

HEMSTESE, MIBLE R E SSL b F 30 5 ZIE L ROE 1%
e

OK

B

ERROR

T

LA TESE, MR E SSL E R3O T 21k E D)
R

+QSSLCFG: "session_cache",<SSL_ctxID>,<session_ca
che_enable>

OK
HARETIESH, WITIFERMRE SSL LN Xl ik E 2

2p
He:

OK
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B
ERROR
B KM [ I 18] 300 =)
3 zﬁéjwiﬁ:
SR E A IRAF
ZH
<SSL_ctxID> B, SSL BT CHRRRT. JEH: 0~5.
<SSL_version> R, SSL A,
0 SSL 3.0
1 TLS 1.0
2 TLS 1.1
3 TLS 1.2
4 Lol
<cipher_suites> BB . SSL B
0X0035 TLS_RSA_WITH_AES_256_CBC_SHA
0X002F TLS_RSA_WITH_AES_128 CBC_SHA
0X0005 TLS_RSA_WITH_RC4_128 SHA
0X0004 TLS_RSA_WITH_RC4_128 MD5
0X000A TLS_RSA_WITH_3DES_EDE_CBC_SHA
0X003D TLS_RSA_WITH_AES_256_CBC_SHA256
0XC002 TLS_ECDH_ECDSA_WITH_RC4_128 SHA
0XC003 TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
0XC004 TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA
0XC005 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA

0XC007 TLS_ECDHE_ECDSA WITH_RC4_128_SHA
0XC008 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA
0XC009 TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA
0XCO0A TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA

0XCO011 TLS_ECDHE_RSA WITH_RC4 128 SHA
0XC012 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA
0XC013 TLS_ECDHE_RSA WITH_AES 128 CBC_SHA
0XCO014 TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA
0xC00C TLS_ECDH_RSA_WITH_RC4_128 SHA

0XCO0D TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA
0XCOOE TLS_ECDH_RSA_WITH_AES_128 CBC_SHA
0XCOOF TLS_ECDH_RSA_WITH_AES_256_CBC_SHA

0XC023 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
0xC024 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
0xC025 TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA256
0xC026 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384
0XC027 TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256
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0XC028 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
0xC029 TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256
0XCO2A TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
OXCO2F TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
0XC030 MBEDTLS_TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
OXFFFF SRR s 24
<ignore_ltime> A, R BWEAE T R LEAIE
0 Azmk
1 20
<cacertpath> FRPERRAL, Z{G(E CAIEB A,
<client_cert_path> TR, B il BEkE.
<client_key path> TR, B um stk
<seclevel> TR, S b,

0 LA MEIER

1 BHATRSS & S Sk

2 RGEARR ST AR EOR,  WHEAT AR S5 SR S B 4 SR

M, FRor SSL W BU i I N 8] . Y H: 10~300; BRIAEH:

<negotiate_time>

300; HAfL: FP.

<SNI> A, FTHFIRA RS 48 A FRTE R DI RE
0 XM
1 fTF

<close_time_mode> B JE A OCH] SSL IER I AEIR

0 ZHH, BRI SR PAIREIR I (8] 1) ELAL A

1 JHH, Uk SSL S IER I A ) i = FD
<ignore_multicertchain_verify> R, FIRE A 2082 JAE BHELE.

0 A&

1 2
<ignore_invalid_certsign> B, TR R TRAERE4 .

0 A&

1 2
<session_cache_enable> B, FTFFI5E SSL £ ik k2 TRk .

0 kM

1 #7JF

2.2.2. AT+QSSLOPEN 3#TJF SSL Socket HEETRE RS 2%

Zfr A T SSL ##H:, HITJT SSL socket i 321t FE AR 55 2% o 78 F5 e A0 W 2% W 7 30 1)
AT+QSSLCFG ¥ H THR T ET S EACE . S RIIET G, BEaT DUt SSL %4 k% sk
e, WAJPLEET—A SSL T 724 SSL &R,

4 1.2 Zh P IR, FePaT AT+QIACT LIS PDP | R3¢, #RJ5H4T AT+QSSLOPEN. Zf¥

FRIE M TA] (AT 22 R iR B 8D 5B URC +QSSLOPEN: <clientlD>,<err>. i 37e it 1
B AR R URC Wi, AT PLfE H AT+QSSLCLOSE <[4 SSL i##z .
LB mBEEBAR D AR AR 18 /33



neEcrTe. EC200x&EC600x&EG912Y Rl SSL R FfH &

AT+QSSLOPEN #T7F SSL Socket TR 2

|

Mk 4 M
AT+QSSLOPEN=? +QSSLOPEN: (L #H1<PDP_ctxID>3iH), G #i<SSL_ctxl

D>y ), G FF i <clientID>{i[#),<serveraddr>,<server_por
t>[,(Z Fiffi<access_mode>i )]

OK
ARy M) J&2
AT+QSSLOPEN=<PDP_ctxID><SSL_ #<access_mode>=2 Jf H T 7 SSL .
ctxID>,<clientlD>,<serveraddr>,<serv CONNECT
er_port>[,<access_mode>]
AR R -
ERROR

#r<access_mode>=0/1:
OK

+QSSLOPEN: <clientID>,<err>
Y<err>=0, FRMINFTIF SSL socket; 7w, FonFTIH SSL

socket 2 :
A ATAT 15
ERROR
X e I X 28 87 ) ] Ay 150 F, 7 I <negotiate_time>fi
JOI—— Eijtlj 1 NN E] > 150 #2575 RN g » fic &
s T
. 2 A SR AE R
L s
ZHC B ARAT
¥
<PDP_ctxID> B, PDP kR ChRIAST. JEHE: 1~15.
<SSL_ctxID> A, SSL bR ChRIRSF. JEF: 0~5.
<clientID> A, Socket &7l JuF: 0~11.
<serveraddr> TR, TS Sk .
<server_port> B, AR ARG A T
<access_mode> B, RKIR SSLIERMERE U7 a8,
0 At
1 B
2 B
<err> AL, BRAESERED. VEANE RIES % F5 &
<negotiate_time>  ®A. F£IR SSL WP B BN IR [A] . JEH]: 10~300; ERIAE: 300; FfL:

e
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2.2.3. AT+QSSLSEND @it SSL EREREHIE
#257 SSL S, MLH AT DU % RS
AT+QSSLSEND @it SSL EBEREHIE

v
P
v
v
P
v

ka2 ] J8
AT+QSSLSEND=? +QSSLSEND: (£ r<clientlD>u [H)[,(3Z #F f)<sendlen>

FLEREE))
OK

wEML M J87

RIEA B KA >

AT+QSSLSEND=<clientID> M N> J , BN RIE s . i CTRL+Z Ki%, miidi ESC
HUH A

AT SSL iER: H AR Kk pi ) -
SEND OK

I CLEENT SSL ERAH A CLiili -
SEND FAIL

A SSLIEHAREN.. AW WIT S HEH R

ERROR

WEML M [N

Rk e KA >

AT+QSSLSEND=<clientID>,<sendlen> Wi >)5, HANERIEMNEIE, HEHIEKEIAF|<sendlen>
B B 1K

7OV SSL ER: HA e K%k I«
SEND OK

1 O SSL IERH AT Bl -
SEND FAIL

47 SSL AR . TR Wi e S %

ERROR
SN IINANEL 300 =

A A LRI L
SR
FRPEVL SR
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S

<clientID> M, Socket &5l. JEH: 0~11.
<sendlen> A, RIEBHERKE. JEHE: 1~1460; #fi. 7.

#1E

HIE BB B E KR AN E KA, SORKEEHRS Y 1460 7.

2.2.4. AT+QSSLRECV @it SSL #EZEWEE

2 SSL ERE B U B OB AF A, ATl 21 X 4% k12 B i ik URC +QSSLURC:
"recv",<clientID>. T LLifiF AT+QSSLRECV i5HL 2217 15k .

AT+QSSLRECV @il SSL #EZEWEHE

M A 2 M 7

AT+QSSLRECV=? +QSSLRECV: (37 #1<clientID>i ), (32 £ ({1 <readlen> i
E5))
oK

WEML M &

AT+QSSLRECV=<clientID> <readlen> #7455 Socket REHEU 2K «
+QSSLRECV: <have_readlen><CR><LF><data>

OK

AR XN
+QSSLRECV: 0

OK

Hi SSLIEFRENL, FH WIT S H R

ERROR
3¢ N ] [ s 8] 300 Z /b
. 1% 2 5 R AE R
R 0] innv\ NAE K
S E AR
BH
<clientID> A, Socket %5, JuM: 0~11,
<readlen> B, TR KK . VuRl: 1~1500; HA7: F.
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<have readlen> #A, JE AT+QSSLRECV TR SEPR K . BT
<data> PR EE . AL T

2.25. AT+QSSLCLOSE 3¢} SSL #&#

A T SSL iRz, WREETF— SSL L N CHIATE SSL iERARC R, NIFHuk B SSL
S N

|

AT+QSSLCLOSE 5[ SSL &#

M A2 e 3.
AT+QSSLCLOSE=? +QSSLCLOSE: (GZffH<clientlD>E ), (G #i<close_tim
eout>yu )
OK
BB M [
AT+QSSLCLOSE=<clientID>[,<close_ 15 SSL 4% 1) ] :
timeout>] OK
i RAATATHE R
ERROR
NI I F<close_timeout>fic & [ [A]
Wt A RIAE R
Sk Ui H
oiailEd SIS
S
<clientID> W, Socket 5], JuH: 0~11.

<close_timeout> %%, AT+QSSLCLOSE AT [FER IS [a]. JuFE: 0~65535; BRiAME: 10. O IR
PATZ A2 . <close_timeout>f1) HA7 ELik T AT+QSSLCFG="closetimemode" [fJAL
# , # <close_time_mode>=0 , Il <close_timeout> ] ¥ i i # ; %
<close_time_mode>=1, lli<close_timeout>[ 4 A=Fb.

2.2.6. AT+QSSLSTATE ## Socket EERE

Zdn 4 T A Socket HHRA, HABER M SSL EHZARE -

AT+QSSLSTATE Z#) Socket EERES

Wi A 2> M 5

AT+QSSLSTATE=? OK

WHEL Mg J32

AT+QSSLSTATE=<clientID> +QSSLSTATE: <clientID>,"SSLClient" ,<IP_address>,<re

mote_port>,<local_port>,<socket_state>,<PDP_ctxID>,<s
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AT AL
AT+QSSLSTATE

B KA LI (]
R 5

23

<clientID>
<IP_address>
<remote_port>
<local_port>
<socket_state>

<PDP_ctxID>
<serveriD>
<access_mode>

<AT_port>
<SSL_ctxID>

2.3. URC ¥

erverID><access_mode>,<AT_port>,<SSL_ctxID>

OK

s

(+QSSLSTATE: <clientID>,"SSLClient" ,<IP_address>,<re
mote_port>,<local_port>,<socket_state>,<PDP_ctxID>,<s
erverID> <access_mode>,<AT_port>,<SSL_ctxID>)f] %13

OK
300 =

/

B, Socket %5, JuM: 0~11.
TR, mFRERS Ak .

B, mAEIR S g . YuH: 0~65535.
R, AR . YEHl: 0~65535.
HEA . SSLIERERES .

0 “Initial" HERE R AT

1 "Opening" %5 7 iy IEAE

2 "Connected" 2 R L ST
4  "Closing" HERE IEAE SR

B, PDP LR ChRiRAF. Jul: 1~15.
B, WSHCATREZH.

B, FRoR SSL BRI ERE Ui AR 5

0 AR

1 ErhE

2 EfERE

R, COM ¥ [,

B, SSL B RCHRART. JEH: 0~5.

2.3.1. +QSSLURC: "recv" B&IENBWEIE
1% URC FH 3@ 1 AL st 32 i ) B
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+QSSLURC: "recv" @EHIENBEE

AU BB I B URC. SSL #dfs vl il i
AT+QSSLRECV #U.

+QSSLURC: "recv",<clientIlD>

+QSSLURC: "recv",<clientlD>,<current
_recvlength><CR><LF><data>

H AR IR B URC,

23

<clientID> M, Socket Z5l. VuF: 0~11.
<current_recvlength> R, SERREEN IR K. R
<data> TR R . AL

2.3.2. +QSSLURC: "closed" B Wrirds:

% URC HI T @A EAERE CWIT . Wi iEsen Geth 2 MR R 51, k4 ok HliE#al GPRS PDP
Wi F2B0% , 18 5 Socket ) SSL ERSIRZS AT B N closing”, I T 4T AT+QSSLCLOSE=<clientID># SSL
HERRA EON nitial” .

+QSSLURC: "closed" @A HWITER

+QSSLURC: "closed" <clientID> FT48E Socket 11 SSL 42 LR
S
<clientID> I, Socket briHfF. JEH: 0~11.
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3 4

3.1. i EFH¥EaE PDP BT X

3.1.1. EEPDP EFX

AT+QICSGP=1,1,"UNINET","" "" 1 ICE E RN 1. “UNINET” R [EBEE
OK

3.1.2. 3% PDP EFX

AT+QIACT=1 I R SO 1.
OK RS ) o
AT+QIACT? W) R SCRES .

+QIACT: 1,1,1,"10.7.157.1"

OK

3.1.3. E£¥iE PDP ETFXC

AT+QIDEACT=1 HEBE E R 1,
OK I3 B0 L) -

3.2. itE SSL FFx¢

AT+QSSLCFG="sslversion",1,1 I E SSL b FCHRiRFFFI SSL kUA#R A 1.

OK

AT+QSSLCFG="ciphersuite",1,0X0035  //¥% & SSL I FXhriRFFA 1, SSL sEA
TLS_RSA WITH_AES_256_CBC_SHA.

OK

AT+QSSLCFG="seclevel",1,1 I E SSL R XCARRFFAN 1, BRI IER O34T AR 45 4%
Ik

OK
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AT+QSSLCFG="cacert",1,"UFS:cacert.pem" //#%# SSL L F3XHRiRFF N 1, Z(54E CAIETMHEN
UFS:cacert.pem.
OK

3.3. SSL B P mfE R T TIE

3.3.1. EOL SSL EEHFEANEFHER

AT+QSSLOPEN=1,1,4,"220.180.239.212",8010,0

OK
+QSSLOPEN: 4,0 T ST, SSL %+
AT+QSSLSTATE BT SSL EHIPRE .

+QSSLSTATE: 4,"SSLClient","220.180.239.212",8010,65344,2,1,4,0,"usbmodem",1

OK

3.3.2. BT RIESEE

3.3.2.1. REAEKHE

AT+QSSLSEND=4 IRIEA L H A
>

Test data from SSL
<CTRL+Z>
SEND OK

3.3.2.2. RiEEKEHE

AT+QSSLSEND=4,18 IRAEFAR HEARKE R 18 N5 .
>

Test data from SSL
SEND OK

3.3.3. SR TEREEE

+QSSLURC: "recv" 4 /ISocket 4 (<clientID> = 4) B EIHE .

AT+QSSLRECV=4,1500 IREEEH . 7R s B B4 B2 o 1500 1.
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+QSSLRECV: 18 IS R AR K B 184 75
Test data from SSL

OK
AT+QSSLRECV=4,1500
+QSSLRECV: 0 I IX TeHE -

OK

3.3.4. kP SSL #EE

AT+QSSLCLOSE=4 II551H] SSL ##2: (<clientlD> = 4). HURT %%, R M [
N 10 #.
oK

3.4. SSL P imEE M T T/E

3.4.1. L SSL FEEFHSEANEHAER

AT+QSSLOPEN=1,1,4,"220.180.239.212",8011,1

OK
+QSSLOPEN: 4,0 RIS SSL & #.
AT+QSSLSTATE BT SSL EHEIIRE .

+QSSLSTATE: 4,"SSLClient","220.180.239.212",8011,65047,2,1,4,1,"usbmodem",1

OK

3.4.2. EMMERTREHE

AT+QSSLSEND=4 WRIEA B KA -

>

Test data from SSL

<CTRL+Z>

SEND OK

AT+QSSLSEND=4,18 IR E i HABHEAC R 18 A7
>

Test data from SSL

SEND OK

EEBRBEERARBHERAF 27 133



neEcrTe. EC200x&EC600x&EG912Y Rl SSL R FfH &

3.4.3. EHMMERTFEWEE

+QSSLURC: "recv",4,18
Test data from SSL

3.4.4. <MW SSL E#

AT+QSSLCLOSE=4 /15 SSL %ER: (<clientlD> = 4)., Bk T %,

B K W8] 24 10 #5
OK

3.5. SSL B P mfEB AT TIE

3.5.1. EL SSL EBIHEFBHEREN T RIELE

AT+QSSLOPEN=1,1,4,"220.180.239.212",8011,2 //## 7. SSL i##z.

CONNECT I NE AR
117 P v B2 T COM 3ty 71 i) X1 28 R 2 $idls « (125
i R AN BT D
OK [I+++8iF DTR (#FJe#hiT AT&D1) AT TR HIE

e, HIRS# T HE W SSL EH:, ¥ bikgs
H13 NO CARRIER.

3.5.2. ESL SSL EEIFEFHEREN T EREIE

AT+QSSLOPEN=1,1,4,"220.180.239.212",8011,2  //## 7. SSL i##2.

CONNECT I E AR

<Received data> 1178 F v 1ETE R R

OK M@ +++83# DTR (6T AT&DLD) B HiE%
. EARSS BSIT SSL i, # bikss By
NO CARRIER.

3.5.3. XM SSL #EH

AT+QSSLCLOSE=4 /15514 SSL #%#: (<clientlD> = 4)., BT M %%,

B K W8] 249 10 #5
OK
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4 ss| EEEsMERNESE

A SSL AT IR, AT DL N HEA:

1. i AT+QIACT? & lig € PDP b R CHPIRES, Kif$eE PDP BN 3E S Cius .

2. HT LR DNS RS & ik K4 iy 1P Hubk, #FimfER4sathb A4, didmid
AT+QIDNSCFG=<contextID>; 2 DNS k45 g5 sl 2 5 2. % T AT+QIDNSCFG [if4ifs &,

A Z% X1

T AT+QSSLCFG ko SSL ICE, ol SSL A R s &E4E, LARIIRARSS deim o] LIS Hr .
<seclevel>=1/2, N|FFifEid AT+QFUPL FA&52(54E CA k1. #HREAACE T “ SSLVerifyClient
required”, M7 iEId AT+QFUPL b A& P uiiE F AR P 8 . o8 THIE 15 PRI UE 1 58 2 4017,
ESHEE15 &, T AT+QFUPL ¥£41(5 58, W&% 2],
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5 zgm

TR AEPAT SSL A2 AT a4 iR 7l ERROR, #En] PLidid AT+QIGETERROR &4 iR LIS &,
{HFEFE R AT+QIGETERROR iR [Fl#x J5—™ SSL fir & =010, 5T AT+QIGETERROR #1155
£ =P

R5: ZRE
<err> SR Eiip%Y
0 Operation successful HAERTh
550 Unknown error FENEER
551 Operation blocked B RH R
552 Invalid parameter TS
553 Memory not enough WAFA 2
554 Create socket failed Bl Socket ki
555 Operation not supported AN SLHRZERAE
556 Socket bind failed SocketZf & kM
557 Socket listen failed Socketh I 2K
558 Socket write failed Socket5 A KK
559 Socket read failed Socketiz UK
560 Socket accept failed Socket#z 5% KK
561 Open PDP context failed FTIFPDP | R 304K
562 Close PDP context failed KHIPDP_E R 3Lk
563 Socket identity has been used Sockethr 5 L8 H
564 DNS busy DNSMK 554
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565 DNS parse failed DNSf# T
566 Socket connection failed SocketiE K
567 Socket has been closed Socket =, % 4]
568 Operation busy PAEZC

569 Operation timeout e (VT

570 PDP context break down PDP | 3 5t
571 Cancel send HUHE K%

572 Operation not allowed AN FVFRAE

573 APN not configured AECEAPN
574 Port busy Uity 2T
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6 M A SEIAMARIERS

#6: BEH

P  SOEARK i::3)

] Quectel EC200XGECE00xGEGI12Y %% TCP(IP)_ EC200x. EC600x. EG912Y %4l TCP/IP
IVAAEEESS % 4 3

2] Quectel_EC200x&EC600x&EGI12Y R%_FILE_J#  EC200x. EC600x. EG912Y #%| FILE
AEE=ESS % 4 3

3] (_ghljlzcr:]tue;TECZOOx&EG912Y_Ser|es_AT_Commands EC200x. EGO12Y £ AT &4 T M

RT7: RERE

e FEATR HR TR

APN Access Point Name BN HATR

CA Certificate Authority WEFFAL

CR Carriage Return =] 4245

DNS Domain Name Server 144 k55w

DTR Data Terminal Ready Bm e v e

LF Line Feed BATHY

PDP Packet Data Protocol o H A Y

SNI Server Name Indication k55 25 4 FRFE R

SSL Security Socket Layer BRBEEREDIN

TCP/IP Transmission Control Protocol/Internet Protocol — f&4#% il B3/ PR Hp i3

TLS Transport Layer Security LA A T

UART Universal Asynchronous Receiver/Transmitter B PO AL

UFS Universal Flash Storage 18 H INAFAA
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URC Unsolicited Result Code AR5 SR 45 B

USB Universal Serial Bus TR BT R
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