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i iE 15 LTE Standard EC200x. EC600x fl EG912Y &R FIHiH S #F MQTT Thfig. MQTT J& % T3
B RATAT RIAE G, BT, fis. BREM S TSeaEss: . MOQTT S AL SAET, Al AL
FIARHS A B A X 215 B, N Ize R W e B AR S vl 52 A v B SS o

ARIOR T ZA i AT i & RN A2 B A ALK MQTT Zhiig.

1.1. @Bk
R 1. GBI
R R R
EC200T &%
EC200x EC200S %71
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EC600S-CN
EC600x
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MQTT #ig3zH

AT EEAY MQTT IRERIEE =2 HALH] .

EC200x&EC600x&EG912Y &% MQTT ML S

MCU o ] [ wmE |
AT+QMTCFG="will",<client_idx>,<optional>
AT+QMTCFG="timeout” <client_idx>,<optional>
AT+QMTOPEN=<client_idx>,“<host name>",<port>
TCP-REQ
OK |- TCP SYN o
‘ TCP SYN+ACK
" TCP ACK
+QMTOPEN: <client_idx>,<result> TCP established
AT+QMTCONN | AT+QMTCONN=<client_idx>,<clientiD>,<optional>
CONN-REQ | )
OK |&#¢— — Start timer &S Lk} >
T1,T2 55 s A 3 P O 4 02 M ACK
+QMTCONN: <client_idx>,<result>[,<ret_code>] le  CONNACK-IND [* - —
-« Stop T1 or handle Excepl
T I N
AT+QMTSUB AT+QMTSUB=<client_idx>,<msgid>... SUB-REQ (msgld) |
OK |- Start timer ST B H A AL »
0 s e T R A 3 R
SUB ACK-IND (msgld) oI5 BRI TT 0 K I FIR [EIACK
. -,
:QMTSUB_<c||ent_|d><>,<msg|d>,<result>[,<value>] Stop T1 or handle Excep2
| + =<cli idx>,< id>...
iAT+QMTUNS AT+QMTUNS=<client_idx>,<msgid UNS-REQ (msgld)
i OK Start timer SRILIBAT B L -
T1
! o TS BRCBIRT B A R FIACK
i +QMTUNS: <client_idx>,<msgid> <result>[,<value>] |« UNS ACK-IND (msgid)
i - Stop T1 or handle Excep2
AT+QMTPUBEX=<client_idx>,<msgid>,<qos>=0,
<retain>,<topic>,<length> PUB-REQ
OK |-« R3E R ATHAE L .
AT+QMTPUBEX |AT+QMTPUBEX=<client_idx>,<msgid>,<qos>=1,
(<qos>=1) <retain>,<topic>,<length> PUB-REQ (msgld)
OK |« Start timer > SR BATHAR L >
T
_ PUB ACK-IND (msgld) = SR 55 s B % .93 [IACK
LQMTPUBEX: <client_idx>,<msgid>,<result>[,<value>] Stop T1 or handle Excep2
AT+QMTPUBEX AT+QMTPUBEX=<client_idx>,<msgid>,<qos>=2,
(<qos>=2) <retain>,<topic>,<length> PUB-REQ (msgld)
OK | Start timer %»
T1
147 51 % A KA
| PUB REC-IND (msgld) . RS BB AR AL
Stop T1 or handle Excep2
PUB REL-REQ (msgld)
Start timer t SRR T A H R £, .
I 55 A SR JEOR AT RO
PUB COMP-IND (msgld) [* —
HFQMTPUBEX: <client_idx>,<msgid>,<result>[,<value>] Stop T1 or handle Excep2
‘ s
) Receive PUB-IND (msgld) i IR 55 SRR R 3% B L
Jﬁﬂﬁ(URC’fﬁﬁH‘J +QMTRECV: <client_idx>,<msgid>,<topic>,<payload> |
PUBLISHiH & -
PUB ACK/REC-REQ (msgld -
Q(msg %52 Ml
Reply according to <qos>
AT+QMTDISC=<client_idx> - .
okle DISC-REQ SR .
+QMTDISC: <client_idx>,<result>
AT+QMTCLOSE=<client_idx> TCP-REQ
- o TCPWITFIER IR
OK o TCP disconnected -
:QMTCLOSE: <client_idx>,<result>

A1

EEBTEEBARBAARAF

MQTT ##32 EALH

MQTTHR 45 %5

TURKR L R A
B e ]

T2 R ER 3
TET2IR ] BN A7 1%
A HEAR
PR
PINGREQ¥{#f t1,

Excepl:
T TCPIER:

Excep2:

R HOE R
LB FTE R
Al fir 4
AT+QMTCFGiX
Rl e o

jid i
AT+QMTCFGHL i &
A LRI A

R

<optional>f5 {2k S 4. HELXT
ALESEIVEANE R, S 3.2
AT iy &% (1 4 38
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3 MOTT#H2E AT #4

AREEAT R BEAAEAE MQTT ZhREMAH S AT .

3.1. AT Bk

31.1. X
® <CR> [
o <LF> BAT
o <.> AR LB AT A S IRAE T .
o [..] Al IEZHEL TA S B S T e 5y o SEBRar AT P AR S i S . AR Ui Ee,
P B dr & HH AT IE S H A WS, K BRI A L 2 BT OB B A B BRAE .
e TR ZHINERN R E

3.1.2. AT fpé&iEH]
BIZ% AT B¢ at DAUNMFERE N S4T BT ko MIA<CR> $Z&1bar47. MW, Q)5 g0y

<CR><LF><response><CR><LF>[JMi [ . 7EA SRS R B i 4 i B R 2 k%, 4% T <CR><LF>,
AN 7 i 2 RV

R 2: AT frd K RiKAY

AT frd2RA  {BH) i
RS LM R B B &, JRB AT S 2
R 4 T+<cmd>=" Wi iy
L AT+<cmd> M (S
Sias  ATs<emd>? IR fr 4 0248 2 5
WEmL AT+<cmd>=<p1>[,<p2>[,<p3>[..]1] WEH/ " "JE XHZSH1E.
Wias  AT+<cmds R 2 M L BT 2
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3.2. AT =B

EC200x&EC600x&EG912Y &% MQTT ML S

ARG TR T 8 AT i B D592, AN RSORS00 it R 5 T R s L
AR F AN Bl 1B B A B RPIRAS o SELE AT @y SR Z N, IR BRG] 2 IR AR 5 Rk

HEAE

3.3. MQTT 3% AT #r &k

3.3.1. AT+QMTCFG FE MQTT A[i&Z%

Zir & THCE MQTT KIS 4.

AT+QMTCFG BB MQTT Fli&S#

Nk &
AT+QMTCFG=?

EEBTEEBARBAARAF

M J87
+QMTCFG: "version",(3Z £ i <client_idx> 3 [l ),(5Z £ (9
<vsn>%13R)

+QMTCFG: "pdpcid",( 3 £ 1 <client_idx> & [ ),( 3¢ ¥ 1)
<cid>Ji )

+QMTCFG: "ssl",( 3¢ #F I <client_idx> iyt H ),( 3 £F 1)
<SSL_enable>%13),CZHFHI<SSL_ctx_idx>3i )
+QMTCFG: "keepalive",(3Z ¢ H<client_idx>7E ), (3 FF 1)
<keep_alive_time>7iH)

+QMTCFG: "session",(3Z #F it <client_idx> it [),(3Z #F 1)
<clean_session>%13g)

+QMTCFG: "timeout",(3Z £ i <client_idx> 3 [ ),(3Z 7 1
<pkt_timeout> i [),( 32 £F i <retry_times> i [ ),( 3 £ 1)
<timeout_notice>%1%)

+QMTCFG: "will",( 3¢ £ ¥ <client_idx> . [ ),( 3 ¥F 1
<will_fg> %1 % ),( 32 ¥ B <will_gos> 78 Fl ),( 32 ¥ 1
<will_retain>%1%),"willtopic","willmessage"

+QMTCFG: "willex",( 32 ¥F i) <client_idx> ju [ ),( 3 ¥ 1)
<will_fg> %1 % ),( 32 ¥ B <will_gos> 78 Fl ),( 32 ¥ 1
<will_retain>%1%),"willtopic" ,GZ i <will_len>Ju )
+QMTCFG: "recv/mode",(SZFrH<client_idx>7u [H),(SZFE )
<msg_recv_mode>¥13),(G HF)<msg_len_enable>%1%)
+QMTCFG: "aliauth",(3Z ¥ ) <client_idx> iz [#)," product
key","device name","device secret"”

+QMTCFG: "qgmtping" (3 ¥F i) <client_idx> 3t Fl),( 3 5 (1)
<gmtping_interval>jz )

+QMTCFG: "send/mode",(GZHrff<client_idx>ya ), GCHFH)
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&E Hp 7

FLE MQTT Bl iR A
AT+QMTCFG="version" ,<client_idx>
[,<vsn>]

&E Al 7

FoE MQTT %/ di 3 FH f¥) PDP
AT+QMTCFG="pdpcid",<client_idx>[
,<cid>]

wEmL

Bt & MQTT SSL R SSL E Rz 5l
AT+QMTCFG="ssl" ,<client_idx>[,<S
SL_enable>[,<SSL_ctx_idx>]]

EEBTEEBARBAARAF

EC200x&EC600x&EG912Y &% MQTT ML S

<send_mode>%1|¥)

+QMTCFG: "onenet",( 3 #F [ <client_idx> 7 [#)," product
id","access key"

+QMTCFG: "hwauth" (> #F ] <client_idx> i [#)," product
id","device secret"”

+QMTCFG: "hwprodid", (G ##<client_idx>iH)," product
id","product secret","nodeid"

+QMTCFG: "dataformat",(GZ#rff<client_idx>Ju ), GZHFIT
<send_mode>%13%), GZHFf<recv_mode>%13K)

+QMTCFG: "view/mode",GZHFI<client_idx>7E ), GZEE
<view_mode>%1/3)

+QMTCFG: "edit/timeout",(ZZ ) <client_idx>yE [l),(GZ£F
ffi<edit_mode>%13), (S Ff<edit_time>i )

OK
M 7
FHAMEAESHL WA MQTT Hrsl A

+QMTCFG: "version",<vsn>
OK

AR EESHH MQTT IEEAAIE, FE MQTT HhilliRA:
OK

A AR AT R 1R

ERROR

Mg S

LA RS, WA T MQTT % /7 i3 F 1Y) PDP:
+QMTCFG: "pdpcid",<cid>

OK

HRE M IESHH MQTT EEACIE, BiLE MQTT &/ ufify i
H ] PDP:
OK

7 BT A RS 5%

ERROR

M J87

FAANS RS, WA 4 ET MQTT SSL #ixlbA & SSL EF
RGBT

+QMTCFG: "ssl",<SSL_enable>[,<SSL_ctx_idx>]

OK
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1&Ehn?

[ RV SER iR
AT+QMTCFG="keepalive",<client_id
x>[,<keep_alive_time>]

&E Hp 7

fic & 216 K
AT+QMTCFG="session" ,<client_idx>
[,<clean_session>]

'&E HE 7

TiC BV S A A P (]
AT+QMTCFG="timeout" ,<client_idx>
[,<pkt_timeout><retry times>,<time
out_notice>]

Lx%hn?
it & Will 3 &,
AT+QMTCFG="will" <client_idx>[,<w

EEBTEEBARBAARAF

EC200x&EC600x&EG912Y &% MQTT ML S

FIREIESEH MQTT EH RO, it E MQTT SSL A=A
SSL kR &E:
OK

o H LA AT R R

ERROR

M) J&7

LRSS, WA 2 B ORI I 1)«
+QMTCFG: "keepalive" ,<keep_alive_time>

OK
FHIGE P IESHH MQTT JEHCRBIE, BCE RIS .
OK

A BT TR R

ERROR

M %

AR AR S, B AT 1SR

+QMTCFG: "session",<clean_session>
OK

FTRE RS A H MQTT SRR I, MBS 1HRA.
OK

7 BT AT 5%

ERROR

Mg S

HANE TR SH, AT )24 i BCE T S A% I I A
+QMTCFG: "timeout",<pkt_timeout><retry_times>,<time
out_notice>

OK

HRE RS HH MQTT EEAOIEE, BC B VH B AL 4 I i 8]«
OK

Ao H AT AT 1R

ERROR

iy 7

HABSTESA, WA S HT Will BoEA(E S

+QMTCFG: "will",<will_fg>[,<will_gos>,<will_retain>,<wil
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ill_fg>[,<will_gos>,<will_retain>,<will
topic>,<willmessage>]]

wEmL

Bl & Will {5 5
AT+QMTCFG="willex",<client_idx>[,
<will_fg>[,<will_qos>,<will_retain>,<
willtopic>,<will_len>]]

'&E Hp 7

e B e 55 e B AR WO =X
AT+QMTCFG="recv/mode" ,<client_i
dx>[,<msg_recv_mode>[,<msg_len_
enable>]]

wEmS

A B R B 2 i (B
AT+QMTCFG="aliauth" ,<client_idx>[
,<product key>,<device

name>,<device secret>]

EEBTEEBARBAARAF

EC200x&EC600x&EG912Y &% MQTT ML S

[topic>,<willmessage>]
OK

FREFIESHH MQTT JEHCRBIEE, BCE Wil {52
OK

o tH IR AT R R

ERROR

M) J&7

HARSTESE, WA S HT Will Bt BAE S

+QMTCFG: "willex",<will_fg>[,<will_gos>,<will_retain><
willtopic>,<will_len>]

OK

HIREIESH, A WIllE R

>

N Will R #EEEK R T <will _len>, Tk FT I B
- F<will_len>H%E .

OK

5 BT AT R

ERROR

He] J3Z

LA TESE, W 4 HT MQTT il st
+QMTCFG: "recv/mode",<msg _recv_mode><msg len_e
nable>

OK

FHIRET LS HH MQTT IEHR B, 1l B AR 55 % B Ui
X
OK

7 BT A RS 5%

ERROR

M) J37

HEMATIESE, NERREEE:

+QMTCFG: "aliauth",<produc key>,<device name>,<dev
ice secret>

OK
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wEmL

i & MQTT Lk
AT+QMTCFG="qgmtping",<client_idx
>[,<qgmtping_interval>]

&E HR 7

B E MQTT ¥ B ) Kk =
AT+QMTCFG="send/mode" ,<client_i
dx>[,<send_mode>]

&E_ Hp 7

fii & 1 E # 5) OneNET “F & %15 2
AT+QMTCFG="onenet" ,<client_idx>[
,<product id>,<access key>]

wEmL

BCE N 10T ~F & &5 5
AT+QMTCFG="hwauth" <client_idx>
[,<product id>,<device secret>]

EEBTEEBARBAARAF

EC200x&EC600x&EG912Y &% MQTT ML S

FIREES A H MQTT EHCRBIE, REEMHE D& EE:
OK

o tH LA AR R R

ERROR

M 7

LIRS TESHE, WA ST MQTT LBk 7 R -
+QMTCFG: "gmtping",<gmtping_interval>

HIRE
OK

AESEH MQTT iEHAR A, BCE MQTT LoBklalkE:

o AT TR R

ERROR

Me) J37

LRI IESH, WA AT E
+QMTCFG: "send/mode",<send_mode>

OK
FIREIESEH MQTT i

IEAR
OK

RO, BE MQTT WEMK

BT TR R

ERROR

M 7

ARG ESH, B R A RTRCE

+QMTCFG: "onenet" ,<product id>,<access key>
OK

HIRE RS H MQTT EEAR A, BlEH EF23) OneNET
FEMEERER:
OK

7 BT A RS 5%

ERROR

I 5

LRMETESE, WA SR E

+QMTCFG: "hwauth",<product id>,<device secret>[,<h
w_time_enable>]

OK
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wEmL

B E 09 10T *F B K& E R
AT+QMTCFG="hwprodid",<client_id
x>[,<product id><product secret><
nodeid>]

&E_ HR 7

FoE MQTT #iiafk
AT+QMTCFG="dataformat" ,<client_i
dx>[,<send_mode>,<recv_mode>]

wHEmL

P BB AR MQTT HdE i [m] &A% 5
AT+QMTCFG="view/mode" ,<client_i
dx>[,<view_mode>]

EEBTEEBARBAARAF

EC200x&EC600x&EG912Y &% MQTT ML S

AR AES A H MQTT ARG, FLESEN 10T T & 1%
#IEH:
OK

o IR R

ERROR

Me) J37

LARMETESE, WA SR E

+QMTCFG: "hwprodid",<product id>,<product secret><
nodeid>[,<hw_time_enable>]

OK

HARETIESHH MQTT EHR G, BLESEN 10T TR
SEEPSE:
OK

o AT TR R
ERROR
M %
HE M ESHEL WEH AR E:

+QMTCFG: "dataformat",<send_mode>,<recv_mode>
OK

AR EESHH MQTT IEEAAIE, FLE MQTT £tk K.
OK

5 BT TR

ERROR

I
BT RS, T A

+QMTCFG: "view/mode",<view_mode>

OK

HIRE IR ZH H MQTT ERR B, BLEZEAMARN MQTT
B 1) 1] A 2

OK

BT AR
ERROR
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BEMmS iy
R MQTT % LA A

AT+QMTCFG="edit/timeout",<client_ +QMTCFG: "edit/timeout”,<edit_mode>[,<edit_time>]
idx>[,<edit_mode>,<edit_time>]
OK

HIRE RS HH MQTT R B, ME MQTT Hdfik .

OK
o T RS R
ERROR
B K 2 I 1) 300 ZFb
b z@%jwiﬁ;
ZHBL B ARAT
Y
<client_idx> A, MQTT &/ kil fF. JEfl: 0~5.
<vsn> A, MQTT WUl As .
3 MOQTT #priX v3.1
4  MQTT #hpid v3.1.1
<cid> B, MQTT &/ imfsfi /] PDP. Vil 1~15; ZRIAE: 1.
<will_fg> A, B E Will Flag.
0 LEFHAECE Wil Flag
1 FHEAE Will Flag
<will_gos> B, RIEHE BB E QoS 4l
0 WERIE K
1 ZBRIE—R
2 RR%E—X
<will_retain> # . Will Retain #xid R i& H T PUBLISH ¥4 ..
0 % /i KAT—% PUBLISH JH B RIS 48, T BRI KE 4TI & S,
JIk 55 25 AN O B 10 2
1 4% P RAT—% PUBLISH 4 B 2RS35, B RIIRIER A FT # 5,
k55 25 P B 10 2
<willtopic> TR AL, Will topic #FR. KEEJEME: 1~256 -1,
<willmessage> TR R P i e SNBSS H0E Bk AR 2 Wll Topic IV E N4
KV 0~256 715,
<will_len> A, Wil JHEMKE. JEHl: 0~256.
<pkt_timeout> O, HR AR A . YERE: 1~60; BRIME: 55 AL F.
<retry_times> BN, BRI EE R . JEH: 0~10; ERUIME: 3.
<timeout_notice> B, AR AR R IR TR .
0 AEk
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<clean_session>

<keep_alive_time>

<SSL_enable>

<SSL_ctx_idx>
<msg_recv_mode>

<msg_len_enable>

<product key>
<device name>
<device secret>
<gmtping_interval>
<send_mode>

<product id>
<access key>
<hw_time_enable>

<product secret>
<nodeid>
<recv_mode>

<view_mode>

<edit_mode>

<edit_time>

EC200x&EC600x&EG912Y &% MQTT ML S

1 kiR
A, ME TR,
0 R iSRG, RS2V E1Z5 it i] B YE S

1 MRSsa UM R i R B % P m AR T S, BEERSIRZEY “Clean”

B, RVER ], JEFE: 0~3600; ERIME: 120; #4i: b, ZSHE XNE
SIS BB TRIBR I TR], 7E 1.5 {58 BN . 25 AR S5 28 A 25 P il 34
R (A HEEIEARIEAL), WERIAZ P k1% T DISCONNECT W&, HILARSS

AW R P i .

0 RRAWITFR ik

B, flE MQTT SSL #ix.

0 i@ TCP %

1 f#if] SSL TCP % 4=ikid%

A, SSL B X&EEl. iRl 0~5.

A, BLE MQTT JH B,

0 MIRSZEE MQTT W E LL URC M FIR

1 MERSS B0 MQTT 8 EREL URC [ B

B, BLE URC 2 B A& WIRS SN MQTT W E KA.
N

(@

FRFERRAL Bl B RATHI S S

FLRFERRAL Bl R A R AR

TR, BT B MR 6 RATIR &SRS FEE .

AL, ORI RER A . YO 5~60; ERiME: 5; FAfI. FD.
B, MQTT 4 8 K16 .

0 T

S VAol

TR, FER D) OneNET “F-&/4E4 10T & &A= ID.

0
1

TR, P EFEZ) OneNET ~F G/ 10T 1 & A A 1™ i & ..

B, BWRAERDIEN 10T R, 25 LR AR .

0 ik
1 fEde
FHEHRRA . T 6 R AT R R

TR, BBIRRY, WM RIS ME— AR R B
AL, MQTT M Bk .

0 T4

1 oSk

A, FEERRT MQTT Hdis 1 [l B A
0 AFE

1 [HE

B, LE MQTT S A\ B I 2 iR H .
0 ZH

1 fiRg

A, MQTT G N B g e il a] . Yol 1~120; #A7: #b.

EEBTEEBARBAARAF
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#1E

1. #<will_fg>=1, #4145 & <will_gos>. <will_retain>. <willtopic>#fl<willmessage>; #
<will_fg>F N 1, DL ESHSWER.

2. FA R 3R 255 SBAERT, <clean_session>=0 74 A .

3. # MQTT EHACE N SSL #5:R, N AZiFE E<SSL_ctx_idx>. A4k, &P HREMH AT+QSSLCFG
FCE SSL WA, B, 24855k, CAIUET. B ik BE imEH, 28 RTC BE, X
LE4E MQTT SSL i Fid fErh < H 2.

4. EREBIEEAE I AR TP A RERER .

5. AT+QMTCFG="aliauth" A T E =, #F AL E, N7 LA AT+QMTCONN Hiffjl<username>
Fi<password>.

3.3.2. AT+QMTOPEN FTFF MQTT & F 3 I 4%
ZAan 2 T8 MQTT % P b 4T FF 4% .

AT+QMTOPEN  #TH MQTT 2 ¥ 4%

|

Wi i 2 M) J&2

AT+QMTOPEN="? +QMTOPEN: (SZFff<client_idx>Ji[l),"hostname", (3 #F
fI<port>yu )
OK

e M [

AT+QMTOPEN? [+QMTOPEN: <client_idx>,<host_name>,<port>]
OK

A IR AT 1R

ERROR
BWE MY M |3
AT+QMTOPEN=<client_idx>,<host n OK
ame>,<port>

+QMTOPEN: <client_idx>,<result>

A BUE fTHE IR
ERROR
S INLLITA 120 b, S MLCIRA
RE I /
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S

<client_idx> R, MQTT &/ itibr iR . JEHl: 0~5.
<host_name>  FHFEREFRM, IRSSAibl, nTLDUR IP bk siE A . &K KE: 100 #75

<port> B, H&R%%iﬁﬁu Ju#l: 1~65535.
<result> B, A APAT

-1 %T%I‘J%S'ew&

0 FIHFMZEKIh

1 SHEER

2 MQTT #RiAFFH S H

3 % PDP Rl

4 SRR R

5 MBI FEEIR

3.3.3. AT+QMTCLOSE <[ MQTT &/ %M %%
Pt A F TR M MQTT % /3 145 .

%
Y
4
|

AT+QMTCLOSE <M MQTT & F i M 4%

W4 M

AT+QMTCLOSE=? +QMTCLOSE: (3#Fff<client_idx>7ti[#)
OK

WEML M J

AT+QMTCLOSE=<client_idx> OK

+QMTCLOSE: <client_idx>,<result>

A BT AT R R

ERROR
5 R[] 30 b
5 5 /
¥
<client_idx> B, MQTT E)‘ﬂiﬁﬁﬁiﬁﬁo Jifl: 0~5
<result> B, APAT

-1 %WH%%M
0 KHIMZRTh
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3.3.4. AT+QMTCONN ZEEZ S MQTT iR%G4%

B RER: MQTT RS 28 Ml H1Zdn & . 9% 7 b G @ FAR 25 45 < (8] [ TCP/IP Socket &z,
WE ] CONNECT Bl — Ml ESiE.

AT+QMTCONN EEBZEFPIRE| MQTT iR% 5

W4 M 7
AT+QMTCONN="? +QMTCONN: (Z#rfi<client_idx>yi[),"clientid","userna

me","password"

OK
il M 7
AT+QMTCONN? [+QMTCONN: <client_idx>,<state>]
OK
o IR AT R R
ERROR
BE ML 1] 37

AT+QMTCONN=<client_idx>,<clientid OK
>[,<username>,<password>]
+QMTCONN: <client_idx>,<result>[,<ret_code>]

A R IUAT AT 1R
ERROR
5 K 7 P ] <pkt_timeout>fE (BRIN5FP) , ZWLARAST I
Rt A /
BH
<client_idx> B, MQTT % uinhr iRl fF. Ju: 0~5.
<clientid> TR, BRI .
<username> PR B 4, AR TR
<password> TR R Ui P AR L B, AT TR A
<result> B, ar A PATE R
0 ¥l kx s HAUR Bk 55 4% 1) ACK
1 HiRaEst
2 HURAKIEEN
<state> B, MQTT EBLIRE

1 MQTT #¥tatk
2  MQTT IE# &
3 MQTT C&&ERRI)
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4  MQTT IEZEWT &R

<ret_code> B, AR IRFIG .
0 ik
1 4% A UIRA
2 fE4RERE ARIRSTRAE 4
3 HE4uER: RSB ATH
4 FEATER:: BNRIH P A B
5 JEAER:: RN

<pkt_timeout> B, BRI ] . YEH: 1~60; BRUME: 5; $hAL: B AEId AT
+QMTCFG="timeout" ,<client_idx>[,<pkt_timeout>,<retry_times>,<timeou
t_notice>]Ht B i A

#iE

i — AR 1D AR RS A, 1 ANE P unfE AR 1D EEERE, AR5 28 AT R SR &
UERE, A A REHEAT TR P um ) CONNECT .

3.35. AT+QMTDISC & imliA5 MQTT RS2 1)ER:

2% P i SR W5 MQTT ARSS 28 I E R 1% v 2. &7 i 1% DISCONNECT 4 B BIAR 55 28 %
TN HTEE 5 R S5 25T T TCPIP 4.

AT+QMTDISC Z P imliT5 MQTT IR H1ERE

M A 2> M) J

AT+QMTDISC=? +QMTDISC: (SZFffi<client_idx>7u )
OK

AR M %7

AT+QMTDISC=<client_idx> OK

+QMTDISC: <client_idx>,<result>

7 H BT A%
ERROR

i R N B[] 30 b

P 15 B /
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S

<client_idx>
<result>

%EOM@TEF%ﬁmﬁO%E:ma
B, mAPITHER.

-1 Wi R R

0 WrrriEseRh

3.3.6. AT+QMTSUB T EE

A HTAT R — A EA ., %0 K% SUBSCRIBE {1 B MRS 251 ] — a2 AN £ 50, 41T
[ B UR AT BN, ARSS s ST sy BAE N PUBLISH 78 BALH 22 F i o

AT+QMTSUB ] [ =8

W Ay 2
AT+QMTSUB=?

BE MY

L
+QMTSUB: ( 3 #f I <client_idx> vt [l ),<msgid>, list of
["topic”,qos]

OK

M) J32

AT+QMTSUB=<client_idx>,<msgid> OK
<topicl><gosl>[,<topic2>,<qos2>

o]

B K 7 (8]

SRERVLL]

2%

<client_idx>
<msgid>
<topic>
<q03>

<result>

+QMTSUB: <client_idx>,<msgid>,<result>[,<value>]

AT AT 1R

ERROR

<pkt_timeout> x <retry_times> (ZRi\ 15 ) , ZMZIRERE
M

/

B, MQTT & ks il fF. JufE: 0~5.
BN BARBPRRST. JEHl: 1~65535.
TR R BT R B IR 3
A, K P i R AT R B QoS SF 4

0 mERIE—IX

1 #BORE—X

2 E%#ﬁ

B, A PAT

0 ﬁﬁ@ﬁﬁﬁ%ﬂ%&ﬁ%%%mmm
1 HiEaHEfE

2 HRERIERIL
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<value> B,
#i<result>=0, Ni<value>fEHCHIA QoS 54K & ;
ti<result>=1, NIFRREHE G E AL R
Fr<result>=2, MIAREIR,

<pkt_timeout> A, PR LR A, YO 1~60; ERINE: 5; HAL: FP. Al AT+QMTC
FG="timeout" ,<client_idx>[,<pkt_timeout><retry_times>,<timeout_notice>]f &
FEERF B TE]

<retry_times> B, HIAALHAMEHERREL. JEH: 0~10; ERME: 3.

#IE

RALER E LT QoS A7 E s QoS 484U 1 5l 2 M B4 Eor<msgid>, 7EKFE @17 A+ 1
—H WATH B P <msgid> A AiME— . —BORUIZSEUERIETE BH0ZE 1900, (HSEPRIEOLILE K.

3.3.7. AT+QMTUNS BT

Zan TR — N 2 A F . & A iR 55 2% &% UNSUBSCRIBE ¥ 2B 1T 58 i) 3 .

AT+QMTUNS BiITEE

Wi i 2 M) S

AT+QMTUNS=? +QMTUNS: (3 #f I <client_idx> vt [l ),<msgid>, list of
[lltopicll]
OK

BE A W] 7

AT+QMTUNS=<client_idx>,<msgid> OK
,<topic1>[,<topic2>...]
+QMTUNS: <client_idx>,<msgid>,<result>[,<value>]

A M BUE AT R
ERROR
. ‘ <pkt_timeout> x <retry_times> (ERIk 15 #) , ZMECREFE
] v S - -
B K s ] i
LR eV /
ZH

<client_idx>  #8, MQTT & ' iihr ilfF. JEl: 0~5.

<msgid> B, BAROARIALG. W 1~65535.
<topic> TR ST, PR R SRR T 0 .
sresult> B iy AT

FEBEEEEARBROGARAF 21 /33



ECTEL EC200x&EC600x&EG912Y RF MQTT R85

0 Bt s s HAW R R 55 45 1) ACK

1 HiEaEfE
2 BURARIE R M
<value> A,

fi<result>=0, NMi<value>fEHCH#iIA QoS 5 K & ;
#r<result>=1, NIFRREHE 6L AL
fr<result>=2, MIAEIR,

<pkt_timeout> iR I A YEE: 1~60; ERAE: 5 B #P. wEid ATHQMTCFG="ti
meout",<tcpconnectID>[,<pkt_timeout>,<retry times>,<timeout_notice>]li &
IR I ]

<retry_times> R, H¥R L4 RN G i B 0~10; ERAE: 3.

3.3.8. AT+QMTPUBEX XfhiHE

P il i Z Ay A v LR AT E K TH BRI IRS 2%, AR S5 4% 40 e BB R IGT 7] 3 . &F— > PUBLISH
/%E%B%H% ANFBLFR, LGN T —NEEZ AT, L4900 E R AN ER, RERaiE
X LT BAE Sy PUBLISH Y B AL 4 217 7 3

AT+QMTPUBEX KFHiiHEE

Mt M) J32
AT+QMTPUBEX="? +QMTPUBEX: (¥ <client_idx>7u [l),<msgid>, (% 1

<qos>ia ), GZHF i<retain>%1 %), " topic" " length"

OK

WEML M 7

AT+QMTPUBEX=<client_idx>,<msgi >

d>,<qos> <retain>,<topic><length> Wi > /5, fi A\ E KXW, HHELBHEKERT
<length>, 2 4RI HMIBR
OK

+QMTPUBEX: <client_idx>,<msgid>,<result>[,<value>]

B INERGIERPS
ERROR
L X <pkt_timeout> x <retry_times> (RN 15 Fp) , ZMZRE
= ONLIIVE RG] P
R PH /
¥

<client_idx>  #7M, MQTT & /' iibriRfF. JuH: 0~5.
<msgid> O, BRI BARIRST. Vi 0~65535. R %4<qos>=0 I, %ZH{E N 0.
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<gos> B, P AR R AR TE B 1 QoS 452
0 ®mEKRE—IR
1 mRIE—IR
2 HRIE—IX

<retain> B, WHERIEPIUAITREE, REHEREBRMAZHEE.
0 ARAF
1 RfF
<topic> TR, FRRAT .
<length> A, FERATHEBEAR K.
<result> B, A PATSS
0 HUREHKIERRI) BB BIARSS 2519 ACK (24<qos>=0 I & AT T ¥, M7 ACK)
1 iR fEfE
2 BRARIERIL
<value> B,

fi<result>=1, NIFEREHE 0 HEAL
Fi<result>=0 504 2, NWIAERIESEL

<pkt_timeout> M, FPR LR A, YO 1~60; ERIME: 5; ¥ . AldEid AT+QMTCFG
="timeout",<client_idx>[,<pkt_timeout>,<retry_times>,<timeout_notice>]}c & &
I I ] o

<retry_times> ¢RI, H¥RG MRS HiAxE. B 0~10; ERAME: 3.

1. FiZaAPAT RN IR OK, &7 iy i LAGR S R ATHT A . AR50 G i KB A R T
e NRIRAN GEEE DK/ 5), <k [F ERROR.

2. ZMAPATIE, &l R IEHAE RIS B . BRI SR Y BN KB 1500 Y

3. RAFHEWLUKAT PUBLISH JH B 2RS4, MRSt nT LUk A PUBLISH YH B RT & . HRFB AR
i yH BB R FH R, 2R URC %1 Host S:HL MQTT AR % 2% RiX M %5 : +QMTRECV:
<client_idx>,<msgid>,<topic>[,<payload_length>],<payload>, 7T URC #ikK7E4HE S, i
SH H4.2 &

3.3.9. AT+QMTRECV MZEFHEZEEE
Zin T WA A U S, RSS o EARE BN B A il BN Ar

AT+QMTRECV MEFHZEHE

M A2 Wi )3

AT+QMTRECV="? OK

AL M) J3

AT+QMTRECV? +QMTRECV: <client_idx>,<store_status_0>,<store_statu
s_1>,<store_status_2><store status_ 3>,<store_status_
4>
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OK

I MQTT 4%

OK
WHEMmS M) J3
AT+QMTRECV=<client_idx>[,<recv_i [+QMTRECV: <client_idx>,<msgid>,<topic>[,<payload_le
d>] n>],<payload>

[-..]]

OK

15 MQTT % $%.

ERROR
S ONLLIA /
R /

2%

<client_idx> B, MQTT & P imbriRifF. JEHl: 0~5.

<store_status> M, FREFTREGMEAHEE, ZETREZ A 5 #EE, BthRZ AR Fk 5 %
URC.
0 SRAFHAHEIE
1 A E

<recv_id> B, RoNRRRBWEAR TS . JaHE: 0~4,

<msgid> A, B EARRT . JiH: 0~65535, W5 %4<gos>=0 I, tkZ¥nl N 0.
<topic> FRERIA, FRRATM .,

<payload_len> #&M, (G EMKE.

<payload> FREBRM, FEAHKHEER.
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4 MOTT #% URC

AEA EEHIR MQTT A% URC.

2 3: MQTT #£H URC

g URC#R #iR
o 1 MQTT HEFS R AE, &) i = Wit
[1] +QMTSTAT: <client_idx>,<err_code> MOTT 436 14} URC.
2] +QMTRECV: <client_idx>,<msgid>,<topic>[,<pa 4%/ 03] MQTT AR5 % 1 %d £
yload_len>],<payload> 4% URC.
N2, =] S w4 E N, Zf
[38] +QMTRECV: <client_idx>,<recv_id> S MQT 5 e A 0 1 48 47 6 21250
iy b4l URC.
o 2 MQTT BRI, 27 diig 43 5% 1]
[4] +QMTPING: <client_idx>,<result> MOTT 4235 14tk URC.

4.1. +QMTSTAT MQTT &% Z RS URC

It URC LL+QMTSTAT: JF3k, 24 MQTT 4% EIRA R At 2 iz URC.

+QMTSTAT MQTT & ERFTZIE URC

+QMTSTAT: <client_idx>,<err_code> 4 MQTT BE 2 RSN, B/ Wi MQTT ##5 ER

URC.
¥
<client_idx> B, MQTT & biihR iR 4 -
<err_code> B, RS, HEAERIESHE R
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% 4: URC R

<err_code> iR FRRITEE
1 EY RS AW s AT ATHQMTOPEN H 2 MQTT %42

. I BT PDP, S8 FHMGE PDP Jf B
2 i% PINGREQ ‘LI nl & 2 i MOTT k.

1. BFEWNKIH 4SS IE.
2. HEIRZ G 1D AR &

3 $i% CONNECT EL I s M 3. W MQTT M, J62% 0 ok ik
CONNECT W3R %22,
L BRI  REE .
4 Pl CONNACK {0 1 5 2 i 2. WA 1D ABL G

3. HE MQTT &, HElHIRKIE
CONNECT 3|k %5 2% .
. % P Al IR 45 2 k1% DISCONNECT &, {H R
SRS A ESMT MQTT &4k
1. FPRECHR IEA

RN ARERE B B R R 20 v L B T

6 MOTT iz 2. gzgﬁéfggﬁﬂ%ﬁm%w% ik
7 HE RS A TAF B I 55 a4 A AT T DR 22 1 B i 95 2 P

8 % P LS WT MQTT 4 SR EHIERL

9~255 B SR AL

4.2. +QMTRECV I#%1 Host 2B MQTT ##E K URC

It URC PI+QMTRECV: Ff3k, FEH Ti8%0 Host SEEL MQTT Ak &5#8 &% R AR .

+QMTRECV iBXl Host S2EX MQTT H#E A URC

+QMTRECV: <client_idx>,<msgid>,<top @41 Host HL MQTT 45 2% Kk 5 (.
ic>[,<payload_len>],<payload>
+QMTRECV: <client_idx>,<recv_id> YN MQTT M55 A4 )70 B AFAE B 22 A7) E4ik URC.

¥

<client_idx> A, MQTT & P uiihn i . JalH: 0~5.
<msgid> B FR A T AR IR

<topic> FRAEBE N MQTT RS 2420 i 32 1.
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<payload_len> A, AEERNKE.,
<payload> TR, A RRA R 73K
<recv_id> B, FRoRNEEBREIERN TS . JuE: 0~4.

4.3. +QMTPING &% MQTT RG] A Ping JRESH URC

It URC LI+QMTPING: 13k, RS2 ARAE 1.5 5 AR5 18] Y 32U )2 7 im0 T B, U 24128 7 i
K&i% T DISCONNECT JH 2, RE#oWit 5% FumriEs:, < FikiZ URC.

+QMTPING %1 MQTT fR¥ER B I Ping RE&H) URC

+QMTPING: <client_idx>,<result> 4 MQTT BEEIRASARAUN, 2 imes ki MQTT IEHJF Bk
It URC.
S
<client_idx> B, MQTT &P Imbriiff. Jufl: 0~5.
<result> B Ping R4S
1 R

FEBEEEEARBROGARAF 27 133



ECTEL EC200x&EC600x&EG912Y RF MQTT R85

5 g

AT EGR A TR T MQTT Aok An 4o

5.1. J& SSL K MQTT #/E2445

I1HC B HBE .

AT+QMTCFG="recv/mode",0,0,1

OK

IR E R R RS E R
AT+QMTCFG="aliauth",0,"oyjtmPI5a5j","MQTT_TEST","wN9Y6pZSlly7Exa5qVzcmigEGO4kAazZ"
OK

AT+QMTOPEN=?

+QMTOPEN: (0-5),"hostname",(1-65535)

OK

IIMQTT %5 34T T4 2%

AT+QMTOPEN=0,"iot-as-mqtt.cn-shanghai.aliyuncs.com",1883

OK

+QMTOPEN: 0,0 IIMQTT 2 F g il I T - R 45 o
AT+QMTOPEN?

+QMTOPEN: 0,"iot-as-mqtt.cn-shanghai.aliyuncs.com",1883

OK
AT+QMTCONN="?
+QMTCONN: (0-5),"clientid","username","password"

OK

1175 5t 34 MQTT R4S 45 -

1175 CHERERT B <, Al fdifHfr 4 AT+QMTCFG="aliauth" {£ it B &% &5 B, 254 i&k<username>fi
<password>,

AT+QMTCONN=0,"clientExample"

OK
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+QMTCONN: 0,0,0 117 P i B DERE R MQTT R4 45
AT+QMTSUB=?
+QMTSUB: (0-5),<msgid>,list of ["topic",qos]

OK

AT 5] 3
AT+QMTSUB=0,1,"topic/example”,2
OK

+QMTSUB: 0,1,0,2
AT+QMTSUB=0,1,"topic/pub”,0
OK

+QMTSUB: 0,1,0,0

IR 2 P I T B A R, T HAR Bl /] — E U AT Bk S5 4, Bies EARI T~ E R
+QMTRECV: 0,0,"topic/example”,36," This is the payload related to topic"

IGRI] TR
AT+QMTUNS=0,2,"topic/example”
OK

+QMTUNS: 0,2,0
AT+QMTPUBEX=?
+QMTPUBEX: (0-5),<msgid>,(0-2),(0,1),"topic","length"

OK

I R> 5, H NI &3 This is test data, hello MQTT., ¥ i A KR 1500 7775, £ HAIHE /44l 20
AT+QMTPUBEX=0,0,0,0,"topic/pub”,30

>This is test data, hello MQTT.

OK

+QMTPUBEX: 0,0,0

I P o] [ 1 4 4" topic/pub™ i @, HHA & W k5528 A0 1 AHFE 8, Bk Bk TE S
+QMTRECV: 0,0,"topic/pub"”,30,This is test data, hello MQTT.

W% P fE MQTT JIRSS 28 12
AT+QMTDISC=0
OK

+QMTDISC: 0,0 IBEFE W T -
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5.2. & SSL K MQTT #/E2445

N

ARk SSL MR A S G TES % XRI1].

e & o =
AT+QMTCFG="recv/mode",0,0,1
OK

I E MQTT &1 A SSL 1.
AT+QMTCFG="SSL",0,1,2
OK

11 SSL #4077 server authentication, N|7Zf# CA iEF53] UFS.
AT+QFUPL="UFS:cacert.pem",1758,100

CONNECT

<Input the cacert.pem data, the size is 1758 bytes>

+QFUPL: 1758,384a

OK

I SSL #2487 30N server authentication, | #7fi% CC iE-P %] UFS.
AT+QFUPL="UFS:client.pem",1220,100

CONNECT

<Input the client.pem data, the size is 1220 bytes>

+QFUPL: 1220,2d53

OK

I SSL #2873 A server authentication, 7fi% CK iE+ %] UFS.
AT+QFUPL="UFS:user_key.pem",1679,100

CONNECT

<Input the client.pem data, the size is 1679 bytes>

+QFUPL: 1679,335f

OK

I E CAUET,

AT+QSSLCFG="cacert",2," UFS:cacert.pem"
OK

IICE CCiEFi.

AT+QSSLCFG="clientcert",2,"UFS:client.pem"
OK
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I E CKAEF.

AT+QSSLCFG="clientkey",2,"UFS:user_key.pem"

OK

IIBLE SSL %0,

AT+QSSLCFG="seclevel",2,2 IISSL ##UJ728: server authentication
OK

AT+QSSLCFG="sslversion",2,4 IISSL #ZAURA

OK

AT+QSSLCFG="ciphersuite",2,0xFFFF /% &

OK

AT+QSSLCFG="ignorelocaltime",2,1 2 BEHZARL (8]

OK

[IFFi5 MQTT SSL i%EH%.
AT+QMTOPEN=0,"alzgnxur10j8ux.iot.us-east-1.amazonaws.com",8883
OK

+QMTOPEN: 0,0

IZEH: MQTT RS 2% .
AT+QMTCONN=0,"M26_0206"
OK

+QMTCONN: 0,0,0

JT ) 3
AT+QMTSUB=0,1," $aws/things/M26_0206/shadow/update/accepted”,1
OK

+QMTSUB: 0,1,0,1

IRATH B -
AT+QMTPUBEX=0,1,1,0,"$aws/things/M26_0206/shadow/update/accepted",32
>This is publish data from client

OK

+QMTPUBEX: 0,1,0
W% P 3mAT 19 1 44 9 "$aws/things/M26_0206/shadow/update/acceptedfit) @, H H A& 4% & A5 1 A
FREHE BRI RGeS, BHs BRI ER:

+QMTRECV: 0,1,"$aws/things/M26_0206/shadow/update/accepted”,32,"This is publish data from
client”
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AT+QMTDISC=0
OK

+QMTDISC: 0,0

FEBEEEEARBROGARAF 321/33



ECTEL EC200x&EC600x&EG912Y RF MQTT R85

6 HiF A BETMARIERS

R 5 BHRY

FFs pa =ty Ei:p%)

o Quectel_EC200x&EC600x&EGI12Y #%1 EC200x. EC600x. EG912Y Z 4|tk SSL v FH 5

_SSL_MHTEF =

®6: RBEHS
=] FEATR HH LA TR
ACK Acknowledgement THRINIS DS
CA Certificate Authority UEFAZAL A L
MQTT Message Queuing Telemetry Transport H J2. B\ B3 AL
PDP Packet Data Protocol Wan ik i CRvINNG
QoS Quality of Service e 55 o ==
RTC Real-Time Clock SIHR
SSL Secure Sockets Layer BB
TCP Transmission Control Protocol FtaE ] B
UFS User File System Pt 24
URC Unsolicited Result Code R Rk 45 Hhg
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